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DISTRIBUTED AUTOMATION

HVDC

APPLICATIONS TRANSMISSION
LINE PROTECTION

PROTECTIVE RELAYING REA

In order to accept renewable energy generation, VCS HVDC
power grid has been built in China. In order to clear the faults
of VSC HVDC lines, ultra-high speed protection are necessary.
The presentation introduced an ulfra-high speed protection
scheme based on travelling waves. At same time travelling
waves differential based protection also has been introduced,
which could be used as main or backup protection for LCC
HVDC transmission line and VSC HVDC transmission line.
Field operation results show that the travelling waves based
protections are excellent protection technology.

Prof. M.E. Hamedani Golshan

ISFAHAN UNIVERSITY OF TECHNOLOGY

Distribution Automation (DA) is part of the evolution of the
distribution system toward smart electrical Circuit recon-
figuration, one of the most important DA applications, is done

>pare circuits for either a permanent or a temporary
change to the distribution system in order to improve the oper-

| 2%, ®IEEE

ating condition of the system or to r to a system condition ‘
such as the fault situation and restore service to the maximum PTOf. x'ngzhou Dong
number of customers. Volt/Var Optimization (VVO) is another 3
: i AL, ’ TSINGHUA UNIVERSITY

DA application that can automatically turn on/off voltage and (
VAR regulating devices at many points on the system. N\

& ?

7 . -
WWWw.1paps.ir
J+987|36133181 @ pap

BX) ipaps2026@gmail.com Sy




BEAUTIFUL MODELS,
FORGOTTEN REALITY,

PRIORITIES IN POWER GRID

Dr. Hashem Mortazavi
KHAYYAM POWER GENERATION MANAGEMENT CO.

amination of recent literature 0 cybersecurity hi a persistent
iance on abstract ¢ I models and synthet 4
lly sound, these approaches often str lynamics
and communication ¢ r B latency —i P real-world net-
works.
reports from authoritative bodies like the DOE,
of the Operational Technology (OT) land-
he Ukraine power grid ks and
the Aurora vulnerability, confirms that adversaries rarely rely on complex mathematics.
d, they primarily exploit legacy protocols with no built-in authenticati ke ad-
implicit trust within control networks, and weaponize human e
models frequently overlook.

is: the Model Gap, the Data Gap, and the Re-
iquing current methods, it proposes a framework to r
s to bridge the divide betwee
t our scientific efforts truly enhan

&J +98 71 36133181

QIEEE
. GIEEE

Shiraz Unlversny

THE AUTOMATED POWER QUALITY
ENSURING IN THE COMBINED
POWER SUPPLY SYSTEMS OF THE
INDUSTRIAL ENTERPRISES BY
MEANS OF THE FLEXIBLE
MULTIFUNCTIONAL FILTER DEVICES

The rel of the problem of the d power quality ensuring and improving in the
combined power supply systems of mineral with critical nonli process
loads is proved. The article presents the main research results of the efficiency of the multifunc-
tional filter device with several active converters of different types with flexible structure in the
combined power supply system of mineral resource enterprises. The results of the authors’ pre-
vious studies on this area are summarized and used as a basis, including the adopted activation
sequence of the active converters within the multifunctional filter device, as well as the method
of the non-sinusoidal mode creation where the device demontnted lnnximum zlﬁnency The
passive filter of the acti d for
installation at the output of the series comverter within the m-lhfun:ﬁonll -lvcr device to
improve the latter's efficiency in the combined power supply systems with the significant volt-
age distortion levels lrom the power snpply system. The mentioned filter also allows reducing
the weight and dil of the i filter device by reducing the rated power of the
series converter's output transformer. The dependences of the variation of the standardized and
non-standardized power quality indicators were determined from the series converter's trans-
former rated power and the parameters of the passive filter at the series converter's output. The
btained results that the of the passive active-inductive-capacitive
filter of the proposed configuration at the output of the series as part of the
tional filter device for combined power supply systems is the efficient and reasonable. The main
result of the is the pegd for the power quality
and imp g in the power supply systems with usage of the multifunction-
al filter device with several active converters of different types with flexible structure.

Prof. Yuri Anﬁtolyevich Sychev :

SAINT-PETERSBURG MINING UNIVERSITY
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Unveiling coordination challenges in adaptive distance and
overcurrent protection under cyber attacks

Seyed hadi mousavi motlagh
Zanjan Regional Electirc Company (ZREC)
shahid beheshti university
Zanjan, Iran
ha_mousavi@zrec.co.ir

Reza mohammadi
Dept. of electrical Eng

shahid beheshti university
Tehran, Iran re_mohammadi@sbu.ac.ir

Abstract—The increasing deployment of adaptive protection schemes in modern power systems has
introduced new vulnerabilities to sophisticated cyber-attacks. Among these, Man-in-the-Middle (MITM)
and Distributed Denial of Service (DDoS) attacks targeting relay setting groups pose a critical threat to the
proper coordination of distance and overcurrent relays. This paper analyzes the impact of malicious setting
group manipulation on relay coordination integrity under MITM scenarios. A typical transmission network
is modeled and tested in MATLAB/Simulink to replicate normal and compromised conditions. Simulation
results demonstrate that even slight unauthorized modifications in setting groups can lead to significant
miscoordination, such as unwanted tripping or failure to isolate faults properly. The findings emphasize the
importance of securing setting group management and maintaining robust relay coordination to ensure
reliable system protection under emerging cyber threats.

Keywords— relay coordination, adaptive protection, setting group, cyber attack
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Single-Terminal Current-Based Protection of Series-Compensated
Transmission Lines Using an Adaptive Multi-Neighborhood Energy
Operator

Ehsan Akbari
Department of Electrical Engineering,
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Babol, Iran
e.akbari@ustmb.ac.ir

Ehsan Davoudi
Department of Electrical Engineering,

Young Researchers and Elite Club, Bojnourd Branch, Islamic Azad University,
Bojnourd, Iran
ehda_89@yahoo.com

Abstract— This paper introduces an advanced single-terminal, current-based protection scheme for
series-compensated transmission lines employing an Adaptive Multi-Neighborhood Energy Operator
(AMNEQO). The proposed operator extends the conventional energy operator framework (e.g., the Teager—
Kaiser Energy Operator) by incorporating a multi-neighborhood structure with adaptive weighting and
nonlinear transformation. This enhancement increases sensitivity to instantaneous energy variations,
mitigates the influence of measurement noise, and effectively handles signals containing multiple frequency
components. By directly processing the three-phase current signals measured at a single terminal, the
AMNEO extracts instantaneous energy and phase deviation features for accurate fault detection,
classification, and localization, eliminating the need for voltage measurements. The scheme is validated
through comprehensive MATLAB/Simulink simulations under diverse operating conditions, including
varying fault types, fault locations, compensation levels, line impedances, line lengths, and measurement
noise levels. The simulation results confirm that the proposed AMNEO-based method achieves fast and
precise fault identification within less than one cycle, while maintaining robustness against noise and
compensation-induced distortions. Compared with conventional techniques, the proposed approach
demonstrates superior reliability and computational efficiency, rendering it highly suitable for real-time
distance protection in modern series-compensated transmission systems.

Keywords— Distance protection, series-compensated transmission line, single-terminal measurement,
adaptive multi-neighborhood energy operator (AMNEO).
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A Similarity-Based Method for Partial Discharge Localization in
High-Voltage Power
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Abstract— Partial Discharge (PD) localization in power transmission cables plays a significant role in
assessing the cable's insulation condition and preventing unintentional outages, thereby contributing
notably to the reliability of the power network. This paper presents a similarity-based approach for
localizing PD in high-voltage underground power cables. The proposed method compares the waveform of
an unknown PD signal with a set of reference signals injected at known locations along the cable. By
evaluating the similarity index between the test signal and reference data, the method estimates the PD
location with high accuracy. Simulation results under both noise-free and noisy conditions demonstrate the
method's effectiveness in improving localization precision, outperforming traditional techniques such as
Time Domain Reflectometry and Phase-Difference methods. The EMTP/ATP electromagnetic transient
simulation software and a 20 kV cable model are used for simulation, while MATLAB software is employed
for signal processing and result analysis.

Keywords— PD, Power Cables, Similarity Index, Localization
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A Fuzzy-Scenario Stochastic Framework for Multi-Objective
Resilient Distribution Network Planning
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Abstract— The increasing frequency and severity of extreme weather events demands a shift from
reliability-centered to resilience-oriented distribution network design. Traditional planning approaches,
relying on deterministic models and single-dimensional metrics, often produce suboptimal configurations
under uncertainty. This paper presents a novel integrated framework for the robust design of resilient
distribution networks. A fuzzy-scenario stochastic model captures uncertainties in disaster intensity and
photovoltaic (PV) generation, while a Composite Resilience Index (CRI) evaluates expected energy not
supplied (EENS), distributed generation (DG) availability, and system restoration time. The design problem
is formulated as a tri-objective optimization model and solved using an enhanced Harris Hawks
Optimization (HHO) algorithm, co-optimizing DG placement, feeder reinforcement, substation upgrades,
and switch placement. Simulations on IEEE 33-bus and 69-bus systems demonstrate that the proposed
method outperforms conventional NSGA-II, achieving a 12.7% improvement in resilience and an 8.3%
reduction in cost on average, with faster convergence and higher solution stability. The framework offers
planners a practical tool for optimizing investment and operational resilience in modern distribution
networks.

Keywords— Distribution network resilience, uncertainty modeling, fuzzy logic, multi-objective optimization,
metaheuristics, Harris Hawks Optimization, distributed generation.
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A Fault Detection in Transmission Line Connected to Grid-Forming
Inverter Using Variational Mode Decomposition and Chaos Metric
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Mehdi Mohammadi
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Abstract — With the increasing penetration of renewable energy sources and grid-Forming IBRs in power
systems, rapid fault detection and classification in the lines connected to these sources is of critical
importance. In this paper, a novel protection algorithm based on the combination of Variational Mode
Decomposition (VMD) and chaos theory is presented. In this method, the current and voltage signals of
each phase are combined before decomposition to include the dynamic and non-linear content of both
quantities in a single signal. The combined signal is then decomposed into its intrinsic components by
VMD, and the index mode is selected for chaos analysis. Using logistic mapping, the chaos metric for each
phase is extracted and compared with predetermined thresholds, leading to fault detection and classification.
The studied network is implemented in the PSCAD environment with a Virtual Synchronous Machine
(VSM) controller, and the proposed protection algorithm is implemented in MATLAB software. Simulation
results show that the proposed algorithm is able to detect and classify single-phase-to-ground, two-phase,
two-phase-to-ground, and three-phase faults with high accuracy across different locations and impedances.
The combination of VMD and chaos theory increases the sensitivity and accuracy of the algorithm in
transient and steady-state network conditions, making this method an effective solution for protecting IBR-
based power systems.

Index Terms — Power System Protection; IBR; Grid-Forming; VMD; Chaos Theory
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Intelligent Fault Detection in DC Microgrids Integrating EVs and
PVs via HHO-LSTM-GRU
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Abstract— 1In this paper, a DC microgrid consisting of electric vehicles (EVs), photovoltaic (PV) units,
and a hybrid energy storage system (HESS) is used. To provide a more detailed analysis, a hierarchical
control system is also implemented so that the effects of the control system on the proposed algorithm can
be examined. To extract the required features, first the voltage and current signals of the DC microgrid are
compressed using Compressed Sensing Theory (CST), and then feature extraction is performed. Next, a
hybrid deep learning architecture consisting of LSTM-GRU layers is used for fault detection and
classification in DC microgrids. To increase the performance and accuracy of the model, the Harris Hawks
Optimization (HHO) algorithm is used for optimal feature selection along with tuning the model’s
hyperparameters. The results show that the proposed model has an accuracy of 99% in fault detection and
classification. These results confirm the effectiveness of integrating CST, LSTM-GRU, and HHO methods
for intelligent monitoring and protection in DC microgrids.

Keywords— DC microgrid, DC microgrid protection, LSTM-GRU, HHO.
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MPC-Based AGC and Tie-Line Control for Power Systems in the
Presence of Renewable Energy Sources
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Abstract— As variable renewable generation becomes more prevalent, the challenge of maintaining
real-time control over system frequency and tie-line flows intensifies. This paper proposes an automatic
generation control (AGC) scheme based on model predictive control (MPC) that explicitly incorporates tie-
line bias control and two distinct time scales for slow conventional generators and fast inverter-based
resources. The MPC objective function penalizes Area Control Error (ACE) and tie-line deviations, with
hard constraints on frequency, tie-line loading, unit outputs, and ramp rates. Simulation results on a two-
area system demonstrate that under realistic disturbances, the proposed AGC significantly outperforms
conventional PID-based AGC. It achieves lower mean and peak frequency deviations and maintains tie-line
power closer to its scheduled value. The results suggest that the proposed MPC-based two-rate AGC
framework could effectively address the critical challenges of frequency and tie-line control in the evolving
low-inertia power grid.

Keywords— Automatic Generation Control; Tie-Line; Model Predictive Control, Multiple

Interconnected Areas; Inverter-based generation unit.
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Identifying unauthorized cryptocurrency mining centers in
industrial and agricultural loads using Advanced Measurement
Infrastructure (AMI)

Ehsan Aghababagoli
Technical and engineering department
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chsanbabgoli64@gmail.com

Abstract— Due to the large income of the custodians of unauthorized cryptocurrency mining centers in
Iran's electricity distribution networks, this phenomenon has developed among subscribers with cheap
electricity tariffs, especially in agricultural and industrial tariffs. Therefore, one of the most important
concerns of experts in electricity distribution companies has been the issue of identifying such subscribers.
In the early generation of installation and commissioning of these devices, in order to earn more income,
the entire demand of industrial or agricultural subscribers was allocated to this issue, which led to the rapid
identification of such subscribers. As a result, the tendency to install these devices in electricity subscribers
in combination with other industrial and agricultural uses became widespread, so as not to be identified.
This article uses the capabilities of smart meters and an algorithm to identify cryptocurrency mining centers
in combined loads. In the presented multi-stage process, focusing on the common base load, it first identifies
the cryptocurrency mining center with the characteristics of the base load, and in the next stage, by
determining the nature of the base load, it judges the presence or absence of mining load in common with
the combined load of cryptocurrency and other uses. The results of the simulation of the presented design
and field visits to the studied locations indicate 100% accuracy of the presented method.

Keywords— Cryptocurrency mining centers; combined load; smart metering devices; base load

ipaps-00710253

96


mailto:ehsanbabgoli64@gmail.com

_,wgf/ Al s b ! /u/

0

20th International Conference on Protection and Automation in Power Systems / /

(VF+¥ olo (60— 3 s oS 1S)

Electricity theft protection plan using Advanced Metering
Infrastructure (AMI)

Ehsan Aghababagoli
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Abstract— 1In this paper, a theft alarm scheme based on a smart metering system is presented, based on
which theft or destruction of overhead power distribution network facilities, especially wires and
transformers, can be detected. This scheme is based on data sent from the Advanced Metering Infrastructure
(AMI) at the consumer's location and is based on telecommunication platforms. In this project, by creating
the required filters and analyzing the data, the issue of power outages caused by theft or destruction of
power facilities is distinguished from other incidents such as power outages caused by transient faults, and
by sending timely warnings to the operators of the power company, it protects the power facilities against
theft or destruction by thieves. The algorithm presented in this scheme has been simulated in a standard 33-
bus IEEE network in MATLAB software. The replication of the simulation results shows the appropriate
accuracy of the presented alarm algorithm. Also, since 2021, the described scheme has been implemented
within the scope of the Isfahan Province Power Distribution Company, and the results obtained from it
show the appropriate accuracy of the presented system.

Keywords— Advanced Metering Infrastructure (AMI), destruction of electrical installations Protection
of electrical installations, theft prevention, smart meters
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Preventing the theft of distribution transformers using root cause
analysis (RCA) and selecting preventive methods using the TOPSIS
algorithm

0

Ehsan Aghababagoli
Technical and engineering department
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Abstract— Nowadays, most electricity distribution companies have adopted various methods for
preventive measures in the field of transformer theft. This article presents a plan in which preventive
solutions are examined using root cause analysis (RCA) while reviewing the situation of transformer theft.
In this plan, root causes are examined in three general areas before, during and after the workshop, and we
have solved the aforementioned reasons by defining the problem appropriately. In the pre-workshop stage,
RCA preliminary analysis was performed on the aforementioned issue, and in the in-workshop stage, theft
statistics were extracted, the problem was defined and possible solutions were analyzed. Also, effective
methods have been selected using the TOPSIS algorithm, considering the diversity of solutions provided.
With the implementation of the aforementioned plan from 2019 to 2021, the theft rate of electrical
installations, especially in the transformer area, has decreased significantly in the Isfahan Province
Electricity Distribution Company.

Keywords— Province Electricity Distribution Company, root cause analysis (RCA), TOPSIS algorithm,
Transformer theft
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Hybrid Delay Analysis and Intelligent Anomaly Detection for IEC
61850 GOOSE Traffic in Digital Substations Using Co-Simulation
and Deep Learning
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Abstract— 1EC 61850-based digital substations rely on time-critical Generic Object-Oriented
Substation Event (GOOSE) messages for protection and interlocking. Ensuring that end-to-end (E2E) delay
remains within a few milliseconds under varying load and possible cyber disturbances is essential for
dependable operation of distance, differential and breaker-failure protection schemes. This paper proposes
a hybrid framework that combines (i) quantitative delay analysis and QoS-aware configuration of GOOSE
traffic using a MATLAB—OPNET co-simulation environment, and (ii) intelligent anomaly detection using
a two-stage machine-learning architecture. The substation communication network, including process-bus
Merging Units (MUs), bay-level IEDs, redundant switches and a station gateway, is modeled as a directed
graph, and the E2E delay is decomposed into transmission, propagation, processing and queuing
components. A compact parametric model is used to approximate the 99th-percentile delay as a function of
link load and QoS configuration. Time-series features derived from simulated delay, jitter and interarrival
times are then fed to a hybrid Long Short-Term Memory—Random Forest (LSTM-RF) classifier that
distinguishes normal, congestion and cyber-induced delay attack conditions. Numerical results for 20—-80%
load levels show that enabling VLAN and Priority reduces 99th-percentile GOOSE delay by up to 73% at
80% link utilization and eliminates deadline violations for a 4ms requirement. The proposed LSTM—-RF
model achieves 97.8% validation accuracy with sub-6ms detection latency. The framework therefore offers
both design-time guidance for QoS engineering and a run-time indicator for abnormal network behavior in
IEC 61850 digital substations.

Keywords— 1EC 61850, GOOSE, Digital Substation, Network Delay, MATLAB-OPNET co-
Simulation, QoS, LSTM, Random Forest, Anomaly Detection
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Coordinated Reliability-Oriented Smart Distribution Network
Expansion Planning with Protection and Automation Functions
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Abstract— The optimization of both the economic efficiency and reliability of modern distribution
networks is necessary through a combined planning for protection, automation, and reinforcement
investments. Conventional cost-based extension strategies frequently do not include functions associated
with automation and lack models of profit-driven goals in the regime of deregulated markets. This paper
introduces a multi-stage distribution network expansion planning model based on profit, to which the
features of Distribution Automation (DA) including AVC and AFM are considered. The issue is cast into a
mixed-integer nonlinear model and solved through the developed Dholes-Inspired Optimization (DIO)
algorithm, which aims to promote convergence stability and diversity in nine-dimensional search spaces.
Numerical results on 24-node test system demonstrated that DIO obtained over 7% saving cost, over 10%
higher net profit and more desirable reliability indices in contrast with Genetic Algorithm and Particle
Swarm Optimization. Such results present evidence that automation in profit-oriented planning reinforces
protection coordination, and favor the generation of intelligent and robust smart grids.

Keywords— Distribution expansion planning; protection and automation; reliability; optimization
algorithm; smart grid
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Novel Power Swing Detection Method in Power Systems Including
High Penetration of Inverter-Based Resources
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Abstract— The growing presence of inverter-based resources (IBRs) in power grids has significantly
decreased system inertia and challenged the reliability of traditional power swing detection (PSD) methods.
This study presents an innovative technique to distinguish between fault conditions and power swings,
enabling quick and dependable PSD in IBR-dominant grids. The proposed algorithm relies on the dynamic
behavior of the X/R signal observed by the relay. The effectiveness of this method is tested across various
scenarios, including short-circuit faults and load tripping, using PSCAD/EMTDC. The results demonstrate
the algorithm's robustness and faster detection abilities compared to conventional PSD methods, providing
a reliable solution for modern power systems affected by IBR integration.

Keywords— Distance relay, inverter-based resources (IBRs), power swing, power system protection,
renewable energy
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A new method for detecting out of step in Generator
Cyrus Ghodrati

Electrical and Computer Engineering Semnan University

Semnan, Iran cyrusghodrati@semnan.ac.ir

Mohsen Niasati
Electrical and Computer Engineering Semnan University
Semnan, Iran mniasati@semnan.ac.ir
Zahra Moravej
Electrical and Computer Engineering Semnan University
Semnan, Iran zmoravej@semnan.ac.ir
Fatemeh Yaghoobi
Electrical and Computer Engineering Semnan University

Semnan, Iran fatemehyaghoobi@semnan.ac.ir

Abstract— Loss of synchronism in synchronous generators poses severe risks to power system stability
and equipment integrity. Conventional impedance-based out-of-step (OOS) relays suffer from delayed
response, maloperation during stable swings, and sensitivity to fault resistance and location. This paper
proposes a novel hybrid out-of-step detection method for generators that fuses local electrical measurements
with physics-based stability criteria and data-driven classification. Out-of-step is a critical condition in
network protection. If not properly managed, these phenomena can cause relay misoperations, uncontrolled
tripping, and cascading blackouts. This paper provides a tutorial style overview of out-of-step detection and
protection methods, combining academic insights and practical relay applications. Traditional approaches
such as blinder and dual quadrilateral schemes are reviewed alongside advanced techniques including
artificial intelligence methods. A comparative analysis highlights the strengths, limitations, and best
applications of each approach. In this paper, a new method for detecting out-of-synchronization is presented
using the gradient measurement of the changes in the generator terminal voltage harmonic distortion
relative to time changes, which enables the detection of power swings in the network quickly and without
the need for other parameters. Case studies modeled in DIgSILENT Power Factory validate the
performance of out-of-step under twelve scenarios: normal network conditions, normal breaker operation,
unstable breaker opening, low voltage and near the high voltage bus short circuit faults cleared at 100 and
300 milliseconds and six other scenarios include clearing the power line fault in 0.5, 1, 1.5, 2, 2.5 and 3
seconds. Results confirm the decisive role of clearing time in system stability and demonstrate the
effectiveness of adaptive protection strategies.

Keywords— Power swing; out of step tripping; protection relays; swing center voltage; synchronous
generators; protection systems; harmonic distortion;
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Short-Circuit Power Prediction in 20kV Distribution Feeders Using
Physics-Guided Gradient Boosting Regression
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Abstract— Accurate estimation of short-circuit parameters in medium-voltage (MV) distribution feeders
is vital for equipment sizing, relay coordination, and system safety. Conventional analytical approaches
based on IEC 60909 require complete network data and repetitive numerical calculations, limiting their use
for real-time or scenario-based studies. This paper proposes a physics-guided machine learning framework
that predicts the initial symmetrical short-circuit current, short-circuit apparent power, and the equivalent
Thevenin resistance and reactance along a 20 kV feeder using only two inputs: distance from the substation
and conductor type. The training dataset was generated from a real operational feeder modeled in
DIgSILENT PowerFactory under IEC 60909 conditions. Each target quantity was learned using a family
of monotonic gradient-boosting regressors, and the optimal model was selected by cross-validated error
minimization. The proposed model achieved 99% accuracy and mean absolute percentage error below 1 %
for most outputs, while strictly preserving physical monotonic trends. The results demonstrate that a
physics-aware gradient-boosting surrogate can reproduce analytical short-circuit behavior with millisecond
inference time, supporting digital-twin and protection-engineering applications.

Keywords— Short-Circuit Current, Gradient Boosting Regression, Short-Circuit Power, Machine
Learning, distribution feeders
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Challenges of Practical Measurement of Fault Loop Impedance and
Prospective Short-Circuit Currents in Low-Voltage Grids
Containing Photovoltaic Systems
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Abstract— This paper investigates the practical challenges of measuring fault loop impedance and
prospective short-circuit currents in low-voltage grids containing photovoltaic (PV) systems. Field
measurements were conducted on a 10 kW grid-connected PV installation using a multifunction tester
named Kyoritsu to evaluate phase—neutral and phase—earth loop impedances and corresponding
PSC/PFC(Prospective short circuit)/( Prospective fault current) values at near and far points of the grid.
The results show that while conventional grid sections exhibit consistent short-circuit behavior, inverter-
based sections do not demonstrate a measurable increase in fault current despite the presence of additional
generation sources. This behavior is attributed to inverter current-limiting control and the inherent
limitations of impedance-based measurement methods. The study highlights that conventional loop
impedance testing may lead to misleading conclusions in PV-dominated low-voltage grids and should be
applied with caution.

Keywords— Short-circuit, Low-voltage Grids, Photovoltaic, MultiMeter
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Enhancing Transformer Differential Protection through Phasor-
Based CT Saturation Detection
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Abstract— Current transformer (CT) saturation is a major challenge that threatens the reliability of
transformer differential protection, leading to false tripping during external faults or delayed operation
during internal faults. This paper presents a simple and computationally efficient algorithm for CT
saturation detection and fault discrimination. The method employs the magnitude of three-phase currents
on both sides of the transformer to compute a moving average and identify disturbances when differential
current deviations exceed a predefined threshold. Once a disturbance is detected, the normalized phasors
of the corresponding phase currents are obtained and used to define a novel Transformer Current Ratio
(TCR) index. The TCR behavior in the complex plane enables accurate distinction between internal and
external faults. CT saturation is further detected when the TCR magnitude deviates from its nominal range.
The proposed logic ensures blocking of the differential relay during CT saturation caused by external faults
while maintaining fast tripping for internal faults. The algorithm was developed and tested in MATLAB on
a 230 kV/109.8 kV power transformer under various fault and saturation scenarios. Simulation results
confirm the accuracy, robustness, and low computational burden of the proposed method, making it suitable
for real-time implementation in practical differential protection systems.

Keywords— power transformer protection, CT saturation, differential relay, fault detection.
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Artificial intelligence strategy in protecting advanced power systems
in the presence of IBR — A Review

0
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Mojtaba Alirezapour
Tavanir Company
Tehran, Iran
m.alirezapour@tavanir.org.ir

Abstract— Artificial Intelligence (AI) plays a key role in improving the reliability and adaptability of
protection systems in modern power grids. The high penetration of inverter-based Distributed Energy
Resources (DERs) in transmission and distribution networks creates challenges for traditional protection
methods, such as non-linearity, uncertainty, and rapid operating changes, which reduce accuracy, speed,
and robustness. This paper reviews Al-based techniques for fault detection, classification, location, and
adaptive protection, evaluating Machine Learning, Deep Learning, and Reinforcement Learning
algorithms. Hybrid models that combine wavelet transforms, CNN/LSTM architectures, and optimization
methods offer higher accuracy, faster decisions, and better performance under challenging conditions. Key
challenges, including data dependency, model generalization, computational limits, and cyber-physical
risks, are also discussed. In conclusion, Al-enabled protection, supported by advanced sensing and
communication systems, provides a promising path to resilient and adaptive smart grids.

Keywords— Artificial Intelligence in Power Systems, Adaptive Protection, Fault Detection and
Classification, Deep Learning for Power Systems, Inverter-Based Resources (IBRs).
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Evaluating Efficiency of Reliability-Centered Maintenance Strategy

for distribution transformers Regarding relay Considerations
Mohsen Kojury-Naftchali

Mazandaran Electricity Distribution Network
Kojury.savadkoohnaft@gmail.com
Sari, Mazandaran
Abdollah Hossein Zadeh

Mazandaran Electricity Distribution Network

Sari, Mazandaran

Mohammad Shams Talooki

Mazandaran Electricity Distribution Network

Sari, mazandaran

Abstract— In this paper, operational experience of Mazandaran Electric Power Distribution Company
in applying Reliability-Centered Maintenance (RCM) for 630 kVA transformer is described in which, relay
maintenance is regarded as protection device. Given the sensitivity and criticality of various equipment in
the network, as well as the damage that is caused to the network by the failure of this equipment, various
strategies are considered for maintaining this equipment. Therefore, based on the studies conducted, 630
KVA transformers were identified as important equipment, and inspection checklists as well as appropriate
tasks were determined to monitor their conditions at specific time intervals. For this purpose, various
operational states as well as equipment failure were examined and the consequences and results of the
occurrence of each of the transformer failure states were also analyzed. Due to the existence of various time
intervals for some tasks and inspections, a three-year period was considered in this study to examine the
effectiveness of the selected maintenance strategy, and monitoring of indicators such as failure rate,
reliability and maintainability was included in the agenda to monitor the equipment conditions. The trend
of changing indicators indicates the efficiency of the applied method and, at the same time, it also carries
corrective points to improve the inspection process and equipment inspection parameters at appropriate
time periods.

Keywords— distribution transformer, protection, reliability-centered maintenance (RCM)
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Optimal Method to Determine the Automation Intensity Level
According to the Conditions and Characteristics of the Distribution
Network

Mohsen Kojury-Naftchali
Mazandaran Electricity Distribution Network
Kojury.savadkoohnaft@gmail.com
Sari, Mazandaran

. Abstract— In this paper, a method is proposed to determine the optimal automation intensity level
(OAIL) in the distribution network. In this way, while providing a definition of automation intensity level,
by performing the key placement operation in the network in the form of different scenarios, the
corresponding reliability and automation intensity indices are calculated. Given that the level of automation
intensity in the distribution network is determined by control equipment such as remotely disconnectable
and non-disconnectable switches, to calculate the optimal value of this index, the approach adopted must
also be based on reaching certain values of reliability indices. For this purpose, the proposed method in this
paper is implemented on bus number 4 of the roy-Bilinton test network and using optimization algorithms,
optimal locations for installing switches for different scenarios have been determined.

Keywords— Distribution automation, automation level intensity, automatic switches, non-automatic
switches
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Optimal adaptive protection scheme for microgrids using smart
selection of relay tripping characteristics, considering different
configurations and modes

Abdolreza Gholipour
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Mahdi Akhbari
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Abstract— Due to the presence of distributed energy sources (RESs) in the microgrid, the protection of
these networks is more complicated than the classic distribution networks with classic synchronous
generators (CSGs). Specially the effects of RESs which are often connected to the network by inverters,
should be carefully considered in the microgrid protection schemes. Because the contribution of inverter-
based distributed generators (IBDGs) in short-circuit current is much less rather than CSGs, and detection
of fault current by relays becomes very important in the presence of this type of DGs. Any change in the
grid topology, changes load flow and short-circuit currents level and invalidates the previous protection
coordination in the Microgrid. Therefore, above mentioned items should be studied and considered in the
formulation and development of protection plans to achieve a protection scheme with the highest reliability.
In this paper, an adaptive protection coordination scheme is proposed and its performance is tested in IEEE
30 bus system as a looped Microgrid. The results of the simulations show that the proposed protection
scheme is suitable for different configurations in the Microgrid. Power flow and short circuit studies are
performed in DIgSILENT, followed by obtaining the optimal settings of relays using GAMS.

Keywords— Looped Microgrid, Adaptive Protection, Renewable Energy Resource, Dual Setting Over
Current Relay, N-1 Contingency
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Nonlinear Control Strategy for a Hybrid AC/DC Microgrid Using
Lyapunov Stability Theory
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Abstract— This paper introduces an advanced nonlinear control framework for a hybrid AC/DC
microgrid integrating wind and photovoltaic (PV) energy sources. The proposed method, developed based
on Lyapunov stability theory, ensures robust and stable operation under dynamic conditions. A DC/AC
converter coupled to the DC bus delivers both active and reactive power to maintain regulated voltage
profiles at the point of common coupling (PCC). To reinforce voltage stability, coordinated multi loop
control structures are implemented across all converter stages to handle DC link voltage variations in real
time. The key contribution lies in the design of the bidirectional DC/DC converter associated with the
lithium battery (LB) storage system, which synergistically interacts with the inverter control variables.
Extensive simulation studies performed in MATLAB/SIMULINK confirm that the proposed strategy
achieves precise DC link voltage regulation, dynamic power sharing balance, and enhanced grid voltage
performance.

Keywords— Hybrid microgrid, nonlinear control, Lyapunov theory, DC/DC and DC/AC converters,
DC link voltage.
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Charge or Discharge Cycle Signatures for RUL-based Protection of
Lithium-Ion Battery Packs

Omid Hosseini

School of Electrical and Computer Engineering
Shiraz University

Shiraz, Iran omidhsn@hafez.shirazu.ac.ir

Alireza Shokripour
School of Electrical and Computer Engineering
Shiraz University

Shiraz, Iran a.r.shokripour@gmail.com

Teymoor Ghanbari
School of Advanced Technologies
Shiraz University

Shiraz, Iran ghanbarih@shirazu.ac.ir

Ebrahim Farjah
School of Electrical and Computer Engineering
Shiraz University

Shiraz, Iran farjah@shirazu.ac.ir

Abstract— The increasing trend of renewable generation has led to an enormous growth in batteries.
Accurate prediction of Remaining Useful Life (RUL), in energy system storage, is essential not only to
maintain the energy storage reliability but also to protect the battery packs from early aging and thermal
runaways. In this paper, a data-driven method using the NASA battery aging tests dataset is suggested for
prediction of the RUL. Also, the charge and discharge data are assessed from informative signatures aspect

for learning a neural network to predict the RUL. The results confirmed that the discharge signatures with
RMSE of 2.2% are more informative than the charge ones.

Keywords— Lithium-ion batteries, Neural network, Remaining useful life prediction
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Fault Diagnosis in PV Systems Using Multiresolution Signal
Decomposition and Decision Tree

Matin Bahrami Javad Sadeh*
Department of Electrical Engineering, Department of Electrical Engineering,
Faculty of Engineering Faculty of Engineering
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Abstract — This paper presents a simple yet highly accurate method for classification of three PV faults—
Partial Shading (PS), Line-to-Line (LL), and Open-Circuit (OC). Each of these faults requires different
maintenance strategies. While PS faults typically self-resolve without human actions, LL and OC faults can
cause permanent damage if not addressed promptly. The proposed method begins by generating residual
voltage and current signals through subtraction of the expected output calculated from a reference module
under normal operating conditions. This removes the effect of natural irradiation changes. After that, an
adaptive Discrete Wavelet Transform (DWT) (db4, level 5) eliminates measurement noise using an energy-
based threshold. This threshold is calculated from D1 coefficients, preserving genuine fault transients
regardless of noise level. From the denoised residuals, 36 features (12 time-domain and 24 time-frequency)
are extracted, and the five most discriminative features are selected using one-way ANOVA (p < 0.001),
which are fed to a machine learning method, a decision tree classifier. The resulting model uses only four
decision nodes and achieves 100 % accuracy on training scenarios and 98.44 % accuracy on unseen test
data. This white-box machine learning has low computational burden and full interpretability. Therefore,
when a misclassification occurs, its cause can be traced and the model improved, which is crucial for
protection tasks..

Keywords— Fault Classification, Photovoltaic Systems, Machine Learning, Decision Tree, Wavelet
Transform
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Consensus-Based Fault Location in DC Microgrids using Random
Forest-Based Feature Selection and Neural Networks
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Abstract— DC microgrids are widely used in sensitive applications where fast and accurate protection
is essential. Many existing studies focus on detecting short-circuit faults and identifying the faulty line, but
in practice this is not enough. For effective repair and minimal downtime, the exact fault location along the
line must also be determined. This paper presents a data-driven method for fault location in a bipolar DC
microgrid. The faulty line is assumed to be known, and the method does not require the fault type. Voltage
and current signals measured at each bus are used to extract time-domain and time-frequency features using
wavelet transform. After extracting various features, a random forest-based feature selection method is used
to identify the most useful features, and for each bus—line pair, a regression neural network is employed to
estimate the exact fault location as a percentage of the faulted line length. To achieve the highest possible
accuracy, the models are trained using 14 different training algorithms combined with three data
normalization algorithms (no normalization, Min-Max scaling, and Z-score standardization), and the best-
performing combination is selected for each scenario. Finally, a scoring-based consensus combines the
individual estimates into a single, more accurate value. Simulation results across various fault locations and
fault resistances show that the proposed scheme achieves low location error and improved robustness
compared with single-device estimation, with an overall RMSE of about 1.38%.

Keywords— DC microgrid, fault location, short-circuit fault, random forest, neural network, wavelet
transform, consensus.
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Improving Fault Detection in Hybrid Microgrids Through AI-Based
Algorithms
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Abstract— Modern distribution microgrids integrate extensive power-electronic converters, renewable
sources, and energy storage systems, which increases their sensitivity to electrical faults and complicates
protection design. This study develops and evaluates an intelligent fault-detection scheme for a hybrid
AC/DC 14-bus microgrid with photovoltaic generation, battery energy storage, and mixed linear, nonlinear,
and unbalanced loads. The proposed method uses machine-learning algorithms applied to features extracted
from local voltage and current signals to identify fault conditions. The algorithm is tested on simulation
data under various operating scenarios and fault types. The results indicate fast and accurate fault detection
with an appropriate protective response for the studied microgrid.

Keywords— Microgrid Protection, Hybrid AC/DC Microgrid, Machine Learning, Fault Detection,
Artificial Intelligence.
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Abstract— This paper introduces a three-stage hybrid deep learning framework designed to enhance
short-term electrical load demand prediction accuracy. In the first stage, a bidirectional long short-term
memory (BiLSTM) network equipped with an attention mechanism is employed to extract deep temporal
representations from historical load data. In the second stage, a support vector regression (SVR) model is
trained on the prediction residuals of the BILSTM to specifically correct systematic errors and capture
unmodeled nonlinear patterns, thereby refining the forecast. The final stage integrates a dynamic fusion
network that adaptively assigns weighting coefficients to the preliminary and SVR-corrected outputs,
generating a robust and balanced final prediction. The forecasting capability of the proposed model is
further strengthened through effective feature engineering, including cyclical time encoding and statistical
lag features. The framework was evaluated using hourly data from the Austrian National Electricity
Consumption dataset (ENTSO-E, 2015-2020). The model was trained on data from 2015 to 2019 and tested
out-of-sample on 2020 data. Overall, the proposed architecture confirms its high-precision forecasting
capability and establishes its practical applicability for real-world smart grid operations.

Keywords— Electrical load forecasting, Hybrid deep learning, Bidirectional LSTM, Attention
mechanism, Support vector regression (SVR), Dynamic fusion.
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Abstract— Accurate assessment of transformer thermal behavior has become increasingly necessary as
modern distribution networks experience greater load variability and stricter reliability requirements. In this
context, dynamic loading plays an important role by allowing controlled overloads while keeping
temperatures within acceptable limits. This study applies an IEEE-based dynamic thermal model, along
with a practical MATLAB implementation, to estimate hot-spot temperature and insulation aging under
three operating strategies: unconstrained loading, fixed current limiting, and dynamic loading. The method
provides a systematic framework for evaluating how operational constraints affect thermal performance
and insulation stress. The results show that dynamic loading offers a balanced compromise between
transformer utilization and insulation preservation, making it a favorable operating strategy.

Keywords— Transformer thermal modeling, dynamic loading, hot-spot temperature, insulation aging,
IEEE C57.91, loss of life
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Hierarchical AI-Driven Energy Management Architecture for Smart
Distribution Networks: A Framework for Iran’s Power Grid
Modernization
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Abstract— Tran’s power distribution network faces unprecedented challenges with 95 GW installed
capacity predominantly reliant on fossil fuels, amid ambitious renewable energy targets of 30 GW by 2030.
This paper presents a comprehensive hierarchical artificial intelligence-driven energy management system
(AI-EMS) architecture specifically designed for Iran’s smart grid modernization initiatives. The proposed
three-tier framework integrates advanced machine learning techniques across tertiary economic
optimization, secondary voltage-frequency restoration, and primary real-time control layers. We
systematically analyze the evolution from conventional SCADA-based systems to intelligent autonomous
platforms, emphasizing deep learning forecasting, reinforcement learning control, and distributed
optimization algorithms. The architecture addresses critical challenges including high renewable
penetration, voltage regulation in Tehran’s 22 kV distribution network, power quality deterioration, and
cybersecurity threats. Performance evaluation demonstrates 23% reduction in operational costs, 18%
improvement in voltage profile, and 31% enhancement in renewable hosting capacity compared to
conventional centralized approaches. The framework aligns with Iran’s smart grid roadmap (FAHAM
program) and provides practical implementation guidelines for the country’s 38 regional distribution
companies managing 85,000 MW generation capacity. This work contributes to advancing Al applications
in power systems while addressing specific technical, economic, and regulatory constraints of developing
power infrastructure.

Keywords— Hierarchical control, artificial intelligence, energy management system, smart grid,
distribution network, machine learning, Iran power grid, renewable integration, voltage control.
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Detection of Broken Neutral in 3-Phase 4-Wire Distribution
Network using neural network
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Abstract— Broken neutral faults in three-phase four-wire distribution networks present serious safety
hazards and can result in voltage imbalance, equipment damage, and power quality degradation. Most
existing detection methods require voltage measurements at multiple points or depend on specific network
topologies, which limits their practical application. This paper introduces a neural network-based detection
scheme that relies solely on phase and neutral current measurements at a single point (the feeder head). We
propose a topology-independent normalized feature using the ratio of neutral current variation to total phase
current variation. Two separate neural network models were developed: one for fault detection and
classification (achieving 98% accuracy), and another for fault location estimation (achieving 92% accuracy
across 13 network sections). The models were trained and validated using 5,000 simulated scenarios that
cover diverse fault conditions, load patterns, and network configurations on a modified IEEE 13-bus test
system. The main advantage of this approach is its simplicity—it eliminates the need for voltage sensors or
distributed measurement infrastructure while maintaining high detection accuracy. Results demonstrate that
the method performs reliably under varying load conditions and remains effective regardless of network
topology, making it suitable for practical deployment in modern distribution systems and smart grid
applications.

Keywords— Artificial Neural Networks (ANN), Broken Neutral Fault (BNF), Fault Detection, Fault
Location, Low-Voltage Distribution Networks)
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Abstract— Microgrids present considerable challenges for conventional protection systems due to the
significant variations in fault current levels between grid-connected and islanded modes. To overcome this
issue, this paper introduces an innovative inverse-time characteristic that leverages both current and voltage
signals. The core of this characteristic lies in the integration of an exponential term, which depends on the
fault current, and a logarithmic term, which depends on the voltage. This combination significantly
enhances the relay’s sensitivity to various fault conditions. It allows for faster and more accurate fault
detection without relying on costly communication infrastructure or the need for dynamic setting updates.
The optimal parameters for this characteristic are determined using an efficient hybrid approach combining
Genetic Algorithm and Linear Programming. This characteristic effectively achieves two opposing
objectives: minimizing relay operating time while maintaining full coordination between all primary and
backup relays, regardless of the microgrids operating mode (grid-connected or islanded). Simulations
conducted on a real 18-bus microgrid show that this method significantly reduces the total relay operating
time when compared to the standard IEC characteristic, while ensuring complete coordination between
primary and backup relays across all operational scenarios.

Keywords— Overcurrent relays, microgrid, Genetic Algorithm and Linear Programming, current—time—
voltage characteristic, communicationless protection
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Abstract— The integration of solar PV systems within microgrids presents important variability in
power generation, making accurate load profiling vital for stable operation and optimal storage sizing.
However, acquiring long-term, high-resolution load data remains a major challenge in remote or new
installations. This research paper addresses this data shortage by developing and evaluating four generative
methods—Recurrent Generative Adversarial Network (R-GAN), Variational Autoencoder (VAE), ARIMA,
and Statistical Sampling—for synthesizing realistic 24-hour load profiles using a real-world solar microgrid
dataset. Comprehensive evaluation metrics, including Wasserstein distance, Jensen-Shannon divergence,
and autocorrelation, demonstrate that R-GAN outperforms all benchmark approaches with a Wasserstein
distance of 4.97, followed by VAE (7.19), Statistical Sampling (8.58), and ARIMA (11.73). Especially, R-
GAN excels in preserving temporal dynamics, achieving near-perfect autocorrelation (0.9994), which is
critical for microgrid energy management and storage scheduling. This work provides a practical tool for
microgrid planners to simulate diverse operational situations, enabling strong design and improved
economic feasibility of solar-dominated power systems.

Keywords— solar microgrid, generative adversarial network, synthetic data, load profile, photovoltaic
integration, energy management, comparative analysis.
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Hybrid EMD-HT and Adaptive Kalman—Simplex Framework for
DC-Offset Compensation and CT Saturation Correction in Distance
Protection Schemes
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Abstract— Current transformer (CT) saturation and DC-offset components can severely distort
secondary current waveforms during faults or heavy-burden conditions, potentially leading to maloperation
or delayed operation of distance protection relays. This paper proposes a hybrid signal-processing
framework for fast and accurate DC-offset removal and sinusoidal current reconstruction under both fault
and non-fault saturation scenarios. The method integrates Empirical Mode Decomposition (EMD) and
Hilbert Transform (HT) with an adaptive Kalman filter (AKF) and a nonlinear Nelder—Mead (Simplex)
curve-fitting algorithm. EMD-HT isolates low-frequency and DC components, while the AKF estimates
the dynamic parameters of the decaying DC-offset in real time using only a few post-fault samples. The
Simplex-based fitting further refines these parameters to reconstruct the ideal sinusoidal waveform.
Validation under multiple scenarios—including faults with and without CT saturation, and non-fault
saturation from increased CT burden—demonstrates high accuracy in DC-offset removal and waveform
reconstruction, providing reliable, fast-available current signals for distance protection even under severe
saturation.

Keywords— Current transformer saturation, DC-offset removal, Empirical Mode Decomposition-
Hilbert transform (EMD-HT), Adaptive Kalman filter, Distance protection..
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Multi-Parameter Estimation of Lightning Surge Characteristics
Using Legendre Transform-Based Feature Extraction and ANFIS
Framework

Milad Samady Shadlu
Faculty of Electrical & Computer Engineering, Semnan University,
Semnan, Iran
m.samady@semnan.ac.ir
Zahra Moravej
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Abstract— Accurate estimation of lightning surge characteristics is crucial for the reliable design and
protection of power system equipment. This study presents an artificial intelligence—based framework
capable of simultaneously estimating the current, voltage, equivalent resistance, and transferred energy of
lightning surges. Nonlinear and temporal features are extracted from surge current and tower voltage signals
using a Legendre transform—based feature extraction model. These features are then used to train two
independent adaptive neuro-fuzzy inference systems (ANFISs)—one for voltage estimation and the other
for current estimation. Accurate predictions of current and voltage further enable the determination of the
lightning channel’s equivalent resistance and associated energy. The proposed method is validated through
simulated lightning scenarios with varying peak surge currents and arrester resistances. The results show
that the Legendre—ANFIS framework achieves high estimation accuracy, with root-mean-square errors
(RMSEs) below 3% for both current and voltage. Moreover, a comparative study with existing methods in
the literature confirms the superior performance of the proposed approach in terms of surge current
estimation error.

Keywords— Legendre transform, Lightning parameter estimation, ANFIS, Feature extraction, Surge
current, Transferred energy.
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Fast Model-Based Transformer Protection: A Multiple Linear
Model-Based Algorithm
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Abstract— Model-based algorithms have been introduced as a practical solution for transformer
protection. Compared with conventional protection functions, these methods provide more secure and
dependable performance under challenging network conditions, although their high computational burden
remains a limitation. This paper presents a fast model-based algorithm that not only requires lower
computational burden compared with existing model-based algorithms, but also delivers comparable
effectiveness. The proposed approach uses multiple linear models (MLMs) to approximate the nonlinear
magnetizing characteristic of the transformer core. By replacing a single nonlinear model with several linear
models, the computational burden is reduced while maintaining modeling accuracy. Simulation results have
been employed to show the effectiveness of the proposed algorithm.

Keywords— Model-based algorithms, protection, state estimation, transformers.
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Comprehensive MPC Framework Automation-Driven
Reconfiguration and Dynamic Day-Ahead Scheduling of Multi-
Microgrids in Distribution Systems
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Abstract— This paper presents an automated comprehensive model predictive control (MPC)
framework for the optimal reconfiguration and 24-hour dynamic scheduling of multi-microgrids (MMGs)
in distribution systems. The proposed method integrates tie-switch operation, predictive scheduling of
distributed energy resources (DERs), and DistFlow-based optimal power flow (OPF) formulations to
minimize system losses, improve reliability, and enhance operational flexibility. The modified IEEE 33-bus
radial distribution system is adapted to include multiple interacting microgrids with renewable energy
sources, battery energy storage systems (BESS), microturbines (MTs) and controllable loads. The
framework automates switching actions using a hybrid optimization approach that combines OPF with
mixed-integer non-linear programming (MINLP) for network topology decisions. The method incorporates
tie-switch control, distributed energy resources (DERs), demand response (DR) programs, and
stochastic/robust MPC to handle uncertainties in renewable generation and loads. Simulation results
demonstrate significant reductions in real power losses, improved voltage profiles, and more efficient DER
coordination across a 24-hour horizon.

Keywords— Automation, tie switches, reconfiguration, dynamic scheduling, multi-microgrids,
DistFlow-based optimal power flow
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Transformer turn-to-turn fault detection during inrush current and

CT saturation based on fault-related incremental currents
Pooriya Rashidi
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Abstract— Power transformers are among the most vital components of electrical power systems.
Outage of a transformer can isolate a portion of the power network and disrupt the transmission of electrical
energy. Moreover, the high cost of maintenance and replacement further emphasizes the necessity of reliable
protection schemes. Among various transformer faults, the turn-to-turn fault in the winding is one of the
most destructive types. It typically initiates between two adjacent turns and rapidly propagates to
neighboring turns. If not detected in its early stages, it can cause severe and irreversible damage to the
transformer. Conventional differential relays, designed to detect such faults, often lack the required
sensitivity for identifying them at their early stage. Furthermore, during inrush current and current
transformer (CT) saturation, differential protection is usually blocked to prevent false tripping, leaving the
transformer momentarily unprotected. In this paper, a new method is proposed for the early detection of
inter-turn faults even under inrush current and CT saturation conditions. The approach is based on analyzing
the primary, secondary, and differential currents, as well as their rate of change. By examining the derivative
of the differential current, the onset of an inter-turn short-circuit fault can be accurately detected. The
proposed technique has been modeled and tested using the MATLAB/Simulink to evaluate its performance.
The simulation results confirm the effectiveness and robustness of the proposed method in detecting inter-
turn short-circuit faults in power transformer windings.

Keywords— Power transformer protection, Turn-to-turn fault Inrush current, Current transformer
saturation
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AeroFormer: Lightweight Autoencoder-Augmented Transformer
for High-Accuracy Electricity Load Forecasting
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Abstract— Accurate hourly load forecasting is a fundamental requirement for power-grid management
and operational planning. However, nonlinear fluctuations, multiscale periodic patterns, and environmental
noise make the forecasting process highly challenging. This paper introduces a novel hybrid framework
combining an LSTM autoencoder with a Transformer-based encoder and an LSTM decoder. The framework
is designed to extract compact latent representations and model long-range dependencies, thereby
significantly enhancing predictive accuracy. In the first stage, the LSTM autoencoder performs
unsupervised compression of multivariate temporal features and generates representations robust to noise.
These representations are subsequently enriched with sinusoidal positional encoding and fed into a
Transformer encoder to capture long distance relationships and intricate patterns within the electrical load.
For forecasting power load, an LSTM decoder with autoregressive prediction and teacher forcing is used.
The proposed model was evaluated on the public PJM dataset covering ten regions from 2002 to 2018. The
results indicate that the proposed approach significantly improves RMSE, MAE, and CV-RMSE compared
to conventional methods, while demonstrating strong capability in capturing real load variations and
patterns. Although it has high accuracy and robust performance, the model remains lightweight, fast, and
energy-efficient, with only 8.647M FLOPs and an average inference time of 26.9265 + 8.1880 ms.
Collectively, these findings indicate that the integration of autoencoders and Transformers provides an
efficient and generalizable pathway for forecasting complex time series and offers a solid foundation for
developing intelligent predictive systems in future power grids.

Keywords— Electricity load forecasting, Transformer, LSTM, Autoencoder
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Sequence-Based Wide-Area Backup Protection for Compensated
Transmission Lines
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Abstract— Wide-Area Backup Protection (WABP) offers a robust alternative to conventional local
backup schemes, which can be prone to maloperation due to their inherent reliance on local information.
However, the presence of shunt and series compensation devices introduces dynamic behaviors that can
compromise standard WABPs. At the outset, this paper conducts a comparative analysis of sequence-based
protection schemes which are designed to address the distinct challenges introduced by shunt and series
compensations. Based on the shortcomings identified through this analysis, a set of recommendations is
proposed for Faulted Bus Identification (FBI) and Faulted Line Identification (FLI) in the compensated
lines. The comparative analysis first explores the Dynamic Voltage Support (DVS) effect of shunt
compensation which can mitigate the positive-sequence voltage ( ) sag employed for FBI. This analysis is
further extended to series-compensated lines, where conventional FLI methods may break down due to
voltage or current inversion caused by the series compensation. To address these issues, for FBI, negative-
and zero-sequence voltages are recommended and for FLI, a new criterion based on the cosine of the
voltage-current phase angle difference is introduced. Extensive simulation scenarios are executed in
EMTDC/PSCAD for WSCC 9-bus system and the obtained results are discussed in depth.

Keywords— Wide area backup protection (WABP), Sequence Components, Shunt Compensation,
Series Compensation
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Abstract— The growing reliance on renewable energy resources and digital communication technologies in modern
smart grids requires operational strategies that are not only fast and reliable but also robust against cyber threats
targeting automation infrastructures. As digitalization increases, both software-based and hardware-based components
of cyber-physical automation systems become potential entry points for attacks that can compromise the accuracy of
energy and flexibility scheduling. Local energy networks (LENs) are established to integrate distributed energy
resources and improve system reliability, yet their dependence on automated sensing, communication, and control
devices makes them vulnerable to data manipulation. This study introduces a cyber-secure scheduling platform for
interconnected local energy networks (ILENSs) that explicitly addresses these vulnerabilities. A bilevel scheduling
framework is developed in which the central operator coordinates energy and flexibility exchanges, while local
operators optimize their internal operation. To assess and enhance the cybersecurity of the automation system, false
data injection (FDI) attacks—representing manipulation of software-based metering processes and potential
exploitation of hardware interfaces—are modeled using a Gaussian probability distribution. A machine-learning-based
defense mechanism, employing an XGBoost-driven deviation-bound detection and correction scheme, is proposed to
protect the automation system from such attacks. The method demonstrates a maximum detection accuracy of 91.67
percent, and its corrective actions restore scheduling performance to conditions closely aligned with pre-attack results.
This confirms the approach’s ability to reinforce both software and hardware cybersecurity within automated energy
management systems.

Keywords— Bi-level Multi-objective Optimization; Cyber-attack; False Data Injection; Flexibility
Trading; Interconnected local energy networks; XGBoost Machine Learning Methodology
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Location in Power Distribution Networks
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Abstract— Fault location in distribution networks remains challenging, especially for impedance-based
techniques that typically return only an estimated distance from a reference point and thus yield multiple
candidate locations on branched feeders. This paper proposes a hybrid Impedance—~GA—Fuzzy method that
delivers a unique fault location by coupling classical apparent-impedance calculations with a GA-tuned
fuzzy inference system (FIS). First, an impedance module computes candidate fault segments and distances
using measured voltages and currents. Next, a genetic algorithm automatically tunes the FIS membership
functions and rule weights from simulated fault signatures across operating conditions and fault types. The
FIS then disambiguates among candidates, outputs the exact line and distance to the fault, and provides a
confidence index. Simulation results show that the proposed approach identifies the faulted line and location
with high accuracy and low computation time, while remaining robust to load uncertainty, measurement
noise, and variations in fault resistance. The results confirm the effectiveness of the hybrid scheme for fast
and reliable fault location in power distribution networks.

Keywords— Power network, Impedance-based method, Fuzzy Logic System, Fault location, Genetic
Algorithm.
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Abstract— The impact of electric vehicle (EV) penetration and smart charging on the coordination of
overcurrent protection in distribution networks is investigated in this paper. High demand for EV charging
drastically changes short-circuit levels and can make trouble to adjusting the coordination time interval
(CTI) between primary and backup relays, even when the system was working perfectly in the first place.
In order to sort this out, a two-stage framework is proposed in this paper. First, a multi-agent-based
coordination scheme is run under a base case with no EVs, to adjust the settings of the backup relays in a
radial feeder so that a minimum time interval of 0.3s is met in all zones. Then, keeping these relay settings
fixed, the effect of increasing EV penetration (0-100%) is evaluated by modeling the incremental
contribution of EV chargers to fault currents in different zones of the feeder. A simple penetration-dependent
smart charging approach is proposed, which gradually limits the effective charging electricity beyond a
penetration threshold, thereby decreasing EV-driven fault cutting-edge contributions. Simulation effects
show that, without clever charging, the CTI in downstream zones pretty decreases with EV penetration,
decreasing the coordination margin. With the proposed clever charging method, a big part of this margin is
recovered, and in upstream zones the CTI is completely preserved above the target value, highlighting the
benefits of coordinated protection and charging manage in EV-rich distribution networks.

Keywords— Electric vehicle; Distribution network, Smart charging; Overcurrent relay coordination;
multi-agent scheme.
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Performance Evaluation of Single-Ended Impedance-Based Fault
Location Methods in Series-Compensated Transmission Lines
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Abstract— Accurate fault location is essential for fast restoration and efficient operation of transmission
networks. Conventional Single-Ended Impedance-Based (SEIB) fault location methods, such as reactance-
based (Simple Reactance) methods, fault component-based methods (Takagi), methods based on fixed
remote-end source impedance (Eriksson), and positive-sequence superimposed-based methods, assume
uniform line parameters and therefore experience significant errors when applied to series-compensated
transmission lines. The presence of series capacitors introduces discontinuities in line reactance and
nonlinear Metal Oxide Varistor (MOV) behavior, which distort measured phasors and violate the basic
assumptions of these methods. This paper presents a systematic performance evaluation of four widely used
SEIB fault location methods under different fault resistances, loading conditions, and locations in a series-
compensated line. The methods are evaluated using PSCAD/EMTDC simulations for faults occurring
downstream of the series capacitor. Results show that existing methods suffer from large errors, often
exceeding several tens of percent, when the fault is after the capacitor. The study highlights the fundamental
limitations of SEIB methods in compensated systems and motivates further development of compensation-
aware or hybrid approaches.

Keywords— Fault location, Transmission Line, Series Compensation, Single-ended Measurements,
SEIB fault location Methods
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Abstract— Moderm power system automation requires fast, interpretable tools that track voltage stability
margins and identify vulnerable buses from PMU measurements. This paper proposes an online voltage-
stability monitoring framework that maps system load vectors (P, Q) directly to key indices, including the
minimum eigenvalue, minimum bus voltage, loadability margin, a proposed composite CVSI index, and
critical-bus participation factors. To enable real-time assessment, three multi-output learning models—
Linear Regression, Artificial Neural Network (ANN), and Gaussian Process Regression (GPR)— are
trained and benchmarked using modal-analysis-based ground-truth data on the IEEE 30-bus system.
Numerical results show that linear regression achieves the best overall trade-off between accuracy and
runtime, ANN provides competitive performance with slightly higher complexity, and GPR provides
calibrated uncertainty bounds at the highest cost. Overall, learning-based surrogates combined with CVSI
enable real-time voltage stability monitoring and critical bus identification to support automation schemes.

Keywords— Voltage Stability; Online Monitoring; Modal Analysis; Equivalent Loadability Margin;
Critical-Bus Identification; Machine Learning; Power System Automation
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Abstract— Digital substations rely on IEC 61850 for configuration, protection, and control, with
Generic Object-Oriented Substation Event (GOOSE) and Manufacturing Message Specification (MMS) as
the main workhorses. When deployed without strong protection, these protocols are vulnerable to spoofing,
replay, and denial-of-service attacks, while many utilities hesitate to enable IEC 62351 security profiles
because of perceived latency, complexity, and interoperability risks. This paper proposes a Lightweight
Security Framework (LWSF) for IEC 61850 GOOSE and MMS that offers a standards-compliant security
overlay while preserving the strict real-time requirements of protection traffic. For GOOSE, LWSF uses
AES-128 authenticated encryption with context-bound associated data and a sliding-window replay
detector based on the stNum/sqNum counters and timing constraints, enabling single-frame rejection of
forged packets. For MMS, LWSF adopts a tightly scoped TLS 1.3 profile with mutual authentication,
forward secrecy, disabled 0-RTT, and session resumption, combined with IEC 62351-9 key management
and IEC 62351-8 role-based access control. Monte-Carlo simulations (10,000 GOOSE and 5,000
MMS/TLS runs) calibrated to substation-grade Intelligent Electronic Devices (IEDs) with ARM Cortex-
M7 class show that LWSF keeps cryptographic overhead around 40 us, maintains Type 1A GOOSE latency
well below 1.6ms at high publish rates, limits packet loss to <5% under 80% multicast flooding when
VLAN/PCP and storm-control are correctly configured, and keeps CPU consumption below 25 %. These
results demonstrate that robust, IEC 62351-compliant security can be deployed without compromising the
real-time performance of digital substations.

Keywords— IEC 61850, GOOSE, MMS, IEC 62351-3/-6/-8/-9, AES-GCM/GMAC; TLS 1.3, Real-
time, Substation cybersecurity, VLAN PCP, Storm control
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Abstract— Distance protection of transmission lines connecting large wind farms presents significant
challenges due to variations in prefault operating conditions and the highly variable short-circuit
contribution (SCC) of wind generation. These variations cause substantial shifts in the apparent impedance
measured by the relay, often leading to overreach during resistive faults. This paper proposes an adaptive
distance protection method based on pre-calculated settings using the setting group (SG) capability of
numerical distance relays. To characterize operating conditions, a new index is introduced, capturing the
combined effects of wind-farm SCC and prefault loading. A kmeans clustering approach is then used to
group the large number of possible operating states into a limited number of SGs. For each SG, optimal
Zone-1 quadrilateral characteristics are computed using Particle Swarm Optimization (PSO) to maximize
coverage of internal faults while avoiding external-fault and load impedances. The proposed method is
tested on a representative wind-farm interconnection, considering a wide range of SCC levels and operating
points. Results show that conventional fixed settings fail to maintain acceptable performance under these
variations, whereas the proposed SG-based approach provides significantly improved security and
dependability without requiring changes to existing relay hardware

.Keywords— distance protection, setting group, adaptive protection, wind farm, remote infeed
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Abstract— A significant current, known as Inrush Current (IC), is produced on the high-voltage side of
the transformer as a result of the saturation of the magnetic core. This occurs either when the circuit breaker
is activated to energize the transformer or when the primary voltage of the transformer rises to the nominal
value as a result of the correction of external faults. To prevent the malfunction of protective functions, the
accurate identification of IC is a critical factor. The Inrush Current Detection (ICD) function is responsible
for sending a blocking signal to the transformer protection functions. Various categories of ICs, such as
initialize IC, sympathetic IC, and voltage recovery IC, are simulated with PSCAD/EMTDC software. The
resulting signals for each scenario are exported in COMTRADE format. The AMT205 testing device
injected these signals into the AMR and 7SJ62 relays. These relays differentiate between IC and faults by
using the ratio of the second harmonic to the fundamental component.

Keywords— Initialize inrush current; sympathetic inrush current; voltage recovery; relay test device;
transformer potection functions.
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Low Voltage Circuit Breaker Settings in Distribution Networks:
Challenges, Standards, and a Newly Designed Process
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Abstract— Low voltage circuit breakers (LVCBs) are frontline protective devices in distribution
networks. Their correct selection and settings minimize equipment damage, prevent nuisance tripping, and
enhance reliability. This paper develops a newly designed process for breaker settings into an international,
standards aligned framework. It formalizes definitions (rated current, short circuit breaking capacity, short
time withstand current), system phenomena (transformer inrush, cold load pickup), and protection modules
(LSIG: long time delay, short time delay, instantaneous, ground fault). It compares device families (MCB,
MCCB, ACB, RCD/RCCB, MPCB), clarifies setting workflows for overload, short time, instantaneous,
and ground fault elements, and embeds coordination principles with transient aware thresholds. The
approach reconciles local practice with IEC and IEEE recommendations and integrates practical mitigation
for inrush and CLP. The result is a structured, implementable method to reduce mis operations, arc flash
risk, and outage indices while maintaining selectivity across the low voltage hierarchy.

Keywords— component; Low voltage circuit breakers; Protection coordination; LSIG settings;
Transformer inrush current; Cold load pickup (CLP); IEC 60947 2; IEEE Blue Book; Arc flash mitigation;
Distribution networks reliability; Innovative breaker setting process
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An Iterative Three-Stage Intrusion Detection and Behavioral Risk

Assessment Framework for Cybersecurity of Smart Meters
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Abstract— The deployment of smart meters in modern electricity grids enables real-time monitoring
and control. However, this makes advanced metering infrastructure (AMI) vulnerable to cyber threats that
can affect both utilities and consumers. This paper introduces a multi-stage iterative intrusion detection
framework that combines SVM-based anomaly detection, timed fault propagation graph (TFPG) analysis,
and behavioral scoring. In Stage I, the SVM identifies anomalies and sends suspicious data to Stage II,
where the TFPG evaluates temporal dependencies and causal relationships and compares them with
predefined attack patterns. Finally, in Stage III, the risk and severity of detected intrusions are measured in
real time. The results show that the SVM achieves 94.05-94.14% accuracy and stable macro-F1 scores
above 0.94 in five classes. These classes include denial of service, false data injection, RAM exhaustion,
CPU overload, and normal operation. The results show that attacks are accurately detected. Effective risk-
based responses also enhance the overall resilience of the smart grid

Keywords— Advanced metering infrastructure (AMI), cyber security, intrusion detection system (IDS),
smart meters, risk assessment in smart meters.
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and Stability in Distribution Systems Utilizing the Voltage
Sensitivity Matrix
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Abstract— High penetration of photovoltaic (PV) generation introduces frequent overvoltage and
undervoltage conditions in distribution systems. Although smart inverters equipped with Volt—VAR—Watt
control can mitigate these issues, conventional parameter-setting methods often rely on optimization,
extensive power-flow simulations, and communication infrastructure, limiting their scalability. This paper
proposes an extended and optimization-free voltage control strategy based on the active- and reactive-power
voltage sensitivity matrix derived solely from network impedances. Using this matrix, Volt—VAR—Watt
parameters are analytically determined for each smart inverter without iterative computation or inter-device
communication. In addition, a hybrid control framework is introduced, where the proposed sensitivity-
based method mitigates overvoltage conditions while the conventional Volt—VAR—Watt strategy addresses
undervoltage events. The proposed approach is validated on a real distribution feeder with high PV
penetration. Simulation results demonstrate improved voltage regulation, reduced voltage violations, lower
active power curtailment, and fewer OLTC tap operations compared with default and optimization-based
settings. The results confirm that the proposed hybrid strategy achieves performance comparable to
optimization-based methods with significantly lower computational complexity, making it well suited for
practical large-scale deployment.

Keywords— smart inverter, distribution system, voltage sensitivity, volt-Watt control, volt-VAR control
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Abstract— The widespread use of nonlinear loads has increased voltage and current harmonics in power
systems. In the presence of capacitor banks, these harmonics can interact with the network inductance and
create harmonic resonance, leading to severe overvoltages and overcurrents in sub-transmission
substations. This paper analyzes resonance phenomena in all 63/20 kV substations of Semnan, Iran, using
a detailed DIgSILENT PowerFactory model. For each substation and capacitor-bank operating state,
frequency-sweep analysis is applied to determine resonance frequencies, harmonic orders, and impedance
amplification factors. A quantitative Resonance Risk Index (RRI) is introduced, combining resonance order,
impedance agnification, and proximity to dominant harmonics into a single indicator. The RRI enables
systematic anking of operating conditions and identification of high-risk substations, particularly where
low short-circuit strength coincides with large capacitor banks. The proposed methodology provides a
practical framework for the safe design and operation of capacitor banks in sub-transmission networks.

Keywords— Sub-transmission substations, capacitor banks, resonance frequency, harmonic resonance,
detuned reactors, DIgSILENT PowerFactory
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Designing an Intelligent Protection Scheme for Solar Power Plants
Based on Power Prediction and Asymmetrical Fault Detection
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Abstract— In recent years, the increasing penetration of solar power plants into distribution networks
has posed new challenges to the performance of protective relays. The limited current injection behavior of
inverters, rapid power fluctuations, and the occurrence of asymmetrical faults make digital relay settings
unreliable, especially under conditions such as reverse power flow and high-impedance faults. This research
proposes an adaptive protection scheme for a IMW solar power plant in Samangan-e-Sahneh, which is
based on a combination of short-term power output prediction and negative sequence component analysis.
The proposed adaptive logic is able to synchronize relay settings with the operating conditions of the
network in real-time and distinguish between actual faults, transient fluctuations, and reverse power flow
phenomena. The system modeling and simulation were performed in PowerFactory software based on
actual data for the transformer, lines, relays, and the power profile of the power plant. The results show that
the proposed method increases the speed of fault detection, reduces unnecessary tripping due to reverse
power flow, and significantly improves accuracy in identifying high-impedance faults. This protective
structure can be implemented in Iranian distribution networks without requiring additional hardware, by
utilizing the capabilities of existing digital relays.

Keywords— Solar Power Plant, Power System Protection, Power Distribution Networks, Adaptive
Control, Transient Fluctuations, Digital Relays.
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Analysis of the Impact of Large-Scale Solar Power Plant Integration
on Protection, Stability, and Short-Circuit Dynamics in the National
Transmission Grid

Abstract— 1Large scale solar integration poses significant challenges to protection coordination,
transient stability, and short circuit levels in transmission grids. This paper analyzes these effects through
detailed modeling of multiple solar penetration scenarios and proposes a multi level optimization
framework that jointly addresses operational planning, dynamic security, and adaptive protection. Results
show up to a 55.3% increase in short circuit current at the point of connection, reduced coordination time
intervals, and increased rotor angle deviations exceeding 15° under high solar penetration. The findings
highlight the necessity of adaptive protection and integrated dynamic security assessment to ensure reliable
operation of grids with high shares of inverter based resources.

Keywords— Large-Scale Solar Integration, Power System Protection, Transient Stability, Short-Circuit
Analysis, Fault Current Contribution.
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